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DO PROTECT PERSONAL
INFORMATION

Keep personal information such as your
full name, address, phone number, and
school name private. Only share this
information with frusted individuals.




DO REPORT
CYBERBULLYING

If you are a victim of cyberbullying or
witness it happening fo someone else,
report It to a frusted adult and the
appropriate authorities or platform
administrators.
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DO THINK BEFORE
YOU POST

« Be mindful of what you share online. Once
you post something, it's difficult fo erase.

« Consider the potential conseqgquences of
your posts on your reputation and fufure

opporfunities.
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DO USE STRONG AND
UNIQUE PASSWORDS

« Create strong passwords using o
combination of letters, numlbers, and
symbpols

. Use different passwords for different
accounts to prevent unauthorized
ACCeSSs.
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DO VERIFY ONLINE
FRIENDS

« Be cautious when making online
friends, especially if you haven't met
them in person.

« Don't share personal information or
agree to meet someone from the
internet without involving a trusted
adult,
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LINKS AND DOWNLOADS

« Avoid clicking on suspicious links
or downloading files from
untrusted source.

« Be especially cautious of emaill
attfachments or links from
unknown senders.
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DO KEEP SOFTWARE
UPDATED

« Regularly update your devices
and soffware to patch security
vulnerabilities.

. Use antivirus and anti-malware
soffware to protect against
threats.
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DO PRACTICE DIGITAL
ETIQUETTE

« Be polite and respectful when
communicating online, iIncluding
IN emails, chats, and comment

 Think before you type, and
remember that words can have
a lasting impact.




YOU SIGNIFICANTLY REDUCE THE
RISKS ASSOCIATED WITH USING THE
INTERNET AND DIGITAL DEVICES
WHILE FOSTERING RESPONSIBLE
ONLINE BEHAVIOR AND SAFETY!
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